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Directions:

-Read each statement carefully.
-Circle the letter of the best answer.

1. Which of these is NOT considered to be one of your roles in the cyber security program?
A. Prevent intrusions to your computer.

B. Investigate intrusions on my computer.

C. Prevent computer misuse.

D. Detect intrusions on your computer.
2. Because Argonne has distributed computing, cyber security must be a shared responsibility among all players including Laboratory management, the Cyber Security Program Office, various system administrators and the end user.

A. True

B. False

3. Which one of these does NOT meet the DOE guidelines when choosing a password?
A. Eight (8) non-blank characters.

B. A combination of letters, numbers, and at least one special character.

C. Must contain your last name or username.

D. First and last character must be non-numeric.

4. Which method does Argonne recommend to deter computer theft?

A. Simple key locks with strong surface mounts for desktops.

B. Kensington or Kryptonite cable locks for laptops.

C. Locked offices.

D. All of the above.

5. What can you do to prevent viruses and worms?
A. Do not open suspicious emails or attachments from unknown users.

B. Do not execute untrusted software.

C. Use virus protection software.

D. All of the above.

6. Of the following, who is Argonne’s best source for identifying and reporting computer incidents?

A. You, the end user.

B. CIS management.

C. Cyber Security Representatives.

D. Division directors.

7. With the help of your CSPR, you must assure that your computing environment and data are part of a regular and reliable backup strategy.

A. True

B. False

8. In the past few years, how has the Laboratory greatly reduced external computer security exposure?

A. Deploying firewalls.

B. Installing electronic intrusion detection systems.

C. Providing strong configuration management guidance.

D. All of the above.

9. If you have “Critical/Sensitive” information, such as CRADA, “privacy act” and “official use only”, you should contact your Cyber Security Program Representative for additional protection requirements.

A. True

B. False

10. Examples of misuse of Laboratory computers include:

A. Accessing inappropriate internet web sites (pornography, gambling).

B. Operating a business on laboratory computers.

C. Using ANL computers to attack other sites.

D. All of the above.
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