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Snapshot of IT at the APS




How to apply for an APS account?

« Submit an APS account request online




APS Computer Accounts

e APS Windows domain

e XOR Windows domain, if needed
AP DAF




APS Windows Domain

Citrix

Polux

Logical Wead
Print Sarver

File & Print

Caslor

Logical VYisodium
Print Sarvar

L
Carme

st Chiorine

ix Server Logical inickel

File Server
Home Directories
all
network Domain

Mote; All Servers running 19 June, 2004

Windows 2003 Sarvear

sip, mibw




XOR Windows Domain

Backups

access of all
he XOR Domain

Mote: All Servers running 19 June. 2008

o]
Windows 2003 Server sjp, miw



APS LDAP Server

 LDAP=Lightweight Directory Access Protocol




APS LDAP Architecture

ATLAS

LDAP use: LDAP Master Server

-Authentication
-Home Directory Information
-Hostname lookups (Solaris)

Helios Realm XOR Realm

LDAP Clients

(Cache user
acoount information
locally)

Clients initially connect o

Replication Server A W 4
If problem, timeaut and : 2
annect o Replication ServerB 7




APS Computer Accounts
Web (Oracle)

> Information Solutions: Database Applications - Windows Internet Explorer

APS Web (Oracle) Account
— Used for APS Training

Advanced Photon Source

Argon ne Information Solutions (AES-1S)

NATIONAL LABORATORY

About AES ~ | AES Groups ~ | Operations & Safety ~ | APS Resources ~ | Facility ~ @

Argonne Home > Advanced Photon Source > APS Engineering Support Division > Information Solutions > Database Development >

Information Solutions Database Applications

> Contacts Information Solutions develops and Life Safety
Database Development maintains the following database System to allow users to perform life
Document Control applications: safety inspections.
Center -
> ICMS Action Tracking System (ATS) %%;M )
(coats/pants) ystem to frack shielding components on
\Web Development Allows entry and tracking of corrective APS equipment.
and periodic actions.
Machine Downtime Report - MCR
ALD Suggestion Admin Home Main control room's downtime entry and
This is application allows the ALD reporting system.
administrators view and respond fo
each suggestion. Manage Temporary GUP Users
Screens to aid in managing parts of the
ANL DOE-BES Central User Facility - GUP system.
A-2-Z People Query
Queries ANL peoples's records. MIs Application Information
Application for MIS personnel to
ANL DOE-BES Central User Facility document the systems they create. (for LI

[ [ [ [ [ R

http://aps.anl.gov/APS Enqgineering Support Division/Information Solutions/Database Dev
elopment/index.html

http://www.aps.anl.gov/hd



http://www.aps.anl.gov/
http://aps.anl.gov/APS_Engineering_Support_Division/Information_Solutions/Database_Development/index.html
http://aps.anl.gov/APS_Engineering_Support_Division/Information_Solutions/Database_Development/index.html
http://www.aps.anl.gov/hd

APS Computer Accounts

Support Request System

APS Support Request System (SRS) Account

5]

Please access this page from Firefox

Login to the
Support Request

http://www.aps.anl.gov/hd



http://www.aps.anl.gov/hd

ANL Domain Account

e Use ANL account to access ANL Portal

http://inside.anl.qov

{2 Inside Argonne - Windows Internet Explorer

Argonne

NATIONAL LABGRATORT

HOME NEWS & EVENTS = TOOLS & TASKS

® NEWS & EVENTS

+ DIS to host radioactive
packaging training cours

= Web seminar to focus on writing
INCITE proposals more...

® COMMUNITY
PHOTO
of the day

ulletin Board
it Union
rts at Argonne
> More...

(® SAFETY & SECURITY

@ privacy & security notice @ help

...for a brighter future

Inside Argonne

__DIVISIONS = COMMUNITY
TOOLS & TASKS
Verification

@ Career Development Discussion
Employee and Site Search

Applications
Travel

My ARGONNE @

Login

Update my work address/email
Update my home addre

Review my benefits

Check my vacation balance

Request a ¢ as

A feedback

My ARGONNE



https://portal.anl.gov/
http://inside.anl.gov/

What's Next?

e All new users be sure to complete a




Snapshot of IT at the APS




Standard Password Guidelines

e DOE, Argonne and the APS recommend




How to change APS Windows

account passwords?

e Current password Is known




How to change XOR Windows

account passwords?

e Current password Is known




How to change

APS LDAP passwords?




Web Interface for
APS Password Maintenance

Information_Technology/Cyber_Security/change.html

) APS Password Change - Mozilla Firefox =]
File Edit ‘“iew History Bookmarks Tools Help

e -9 €

| Free ACL & Unlimited. .. Instant Message | | “WebMail | | Radio | | People | | ¥ellow Pages | | Download | | Customize...

ﬁ & hikps: /v, aps.anl.gov/APS_Engineering_Support_Divis | = | [ ' Google

T
& APS Password Change 5]

Advanced Photon Source

A rgo n n e A U.S. Department of Energy, Office of Science,

Office of Basic Energy Sciences national chrotron x-ray research facili
NATIONAL LABORATORY w svn i ity

APS Password Change

User ID

——

Current Password I Current Password I
< Copy > |

MNew Password I MNew Password I
Confirm Password I Confirm Password I

Change Password |

wew,aps.anl.goy 5% 5

o


https://www.aps.anl.gov/APS_Engineering_Support_Division/

ANL Domain Account

Password Resets

https://credentials.anl.gov



https://credentials.anl.gov/

ANL Domain Account
Change your password

https://credentials.anl.gov

la Firefox

»Home »Search bSiteMap b Privacy Notice

NS PAT;

You are here Inside Argonn Cyber Security

ANL Domain Computing Credentials Management

Contents
i

main

Note
| D




How to Locate your
ANL Account Administrators

%9 ANL Domain Computing Credentials Management - Mozilla Firefox =10 x|

File Edit Wisw History Bookmarks Tools  Help
& -0 - @ () |E heesijcredentials.anl.gov &l B [[Gl]sooge =5

| Free AOL & Unlimited. .. Instant Message | | ebMail | | Radia | | Peopls | | ¥ellowPages | | Download | | Customizs... 4% ITAbsence 4% westhroa

[ ANL Domain Computing Credenti... [J } -

;. »Home »Search  »SiteMap  » Privacy Notice

You are here Inside Argonne > Safety & Security > Cyber Security > Credentials Management

ANL Domain Computing Credentials Management

Contents =
Seau o Local Password Administrators Lookup
For Users: SUF -
Change Pasaword Uility
=l

Contact your local password Attribute Value
admin

displaylTame TWestbrook, hdary L.
Credentials Tests: Office 401 B4184
Username/Fazsword Test
Wigb Site Trust Test telephonelNumber (630) 252-8914
X509 Cerificate Tast

Attribute Value

Lisanostio tects displayllame Walden, Judy &
Fassword advice

Ofice 401 44121B
Remate Access: telephonelfumber (630) 252-7366

YEH Domnlead Attribute Value
Dislup
displayMame Pransky, Jane K

For Password Office 401 B4148E
Administrators:

Set Pasaword Utility (ANL telephoneMumber (6307 252-9123
Domain lagin required)
FAccount L:ukugl:ANL Domain
legin required)

Attribute Value

displayMame Damnenberg, Christy L.
Office 401 B4134
telephoneMumber (6300 252-9253
Attribute Value

displayMame Potempa, Steven J.
Office 401 Cz2247
telephoneMumber (6300 252-8871

Argonne | Inside Argonne | Privacy & Sscurity Notice | Disclaimer

credentials anl.gov &
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APS IT Services Avallable




APS Emall

« Email client configuration

https://calypso.aps.anl.gov



https://calypso.aps.anl.gov/

Email Allases and Fowarding

http://www.anl.gov/alias

FAIGOANE L-Tisl RAAS Sy STEM: - TI0T8a | FeroR

Bl Lt wew Mgory  Deckmars  Tock  Heb

Argonne E-mall Allas System
Adbons, changes snd deleting are asusd ond geocessed ol the ned schedied Update. Lisdales DZCUP bakce £02h For.
el e (rickvaeas]) for o 3rd, Eosasd 30rd 4o your
omputier T oo chosse. Then, nstead of using an adar
Logon_sd¥nodenans divis 2 e ol b ke pormald b i of ki

micknamewanl . qov.

For an explanalion of Serrms and capebilies B |

b e o e sk of venfy wheer o ot & particular ales

|

Entes desived nickmame: [ Qe badge:
Wity

red InAziaton. CRooTe AN o-mel s fhel i Unigus,
cole, Akl Frypees, apeciophess, and ursder sttee chnnclres, Profrered forms for romal alases inclde

‘Whers the slas you want b3 add I not alreay in subsequent form wil sk you ter ol ihe requn
sy b remneniber, and eay I corrmunic

Form of Allas Description
Frstramedsstname |frst name DOT last name.
FLagtname = It inbal, Lastnant = surhans]

PMLastnane (F = frst intisl, M = mikde intisl, Lt ane)

oy 0 s yeas el yeun P agr ey oo B sgiEee yiar o-rmoed
that & appears i the encigves dreciore

To enange or dekte o0 st st

Enter your corresponding Controd IDensiler: [

e nmeting nickeamed

Mty your s, po ¥ will e e 1 i


mailto:username@anl.gov
http://www.anl.gov/alias

SPAM Filtering at the APS

e Forward SPAM emall to



mailto:spam@aps.anl.gov

APS Spam Quarantine Message

~loix|

File Edit Wew Go Message Tools Help

- - S 6 = . P
sy Lgd 6. X W= L R =5 I
et Mail Write  Address Book Reply Reply All - Forward Tag Delete Jurik, Print Back Forward

=l Subject:
From:

Date:

To:

APS Spam Notification - Tue, 17 Jun 2008 00:00:16 -0500
APS.Spam. Quarantine@aps, anl.gov

6f17/2008 12:00 AM

westbrook@aps. anl.gov

Click on a Message ID to release an email to your mbox

Click on the TEL listed below to see current st of vour quarantined messages. Thiz TEL will also permit whitehsting of fihure messages from a known sender.

https: /s fvestal.aps.anl.govi443 urgf urghaillist. do?method=processMaild7 2559 f0acé0db fobdb12 cas f399fdfI67 254 9 foa0000000000000017 2595

Multiple
Recipients

SPAKQ
Cur Weekly Special is 0% off] 22280262;6 TRU
o ESPEO

SPARG
. 2008-06-16
Free Shipping on When e Left Earth DWD Set! 09:48:11 TRU
T ESP&O

SPAM
; ; ; ; 2008-06-16 <
WikEH PA Design.. Green Products. . Distortion 10:0%:14 TRU
o ESP50

- : 2008-06-16 S
RE: Your recent visit to Dermitage e TRU
13:00:42

Subject Size(Bytes) Date
21112043 bo-bvam1xmacdb474axsswhrapybdt!xx@b.email. thepopcornfactory.com

21123983 bo-bvam3fwa3ugrovaxsks1cbugd1hvew@b. discoverymail. com

21125335

from_commsdesign@newsletter.commsdesign.com

21138132 customerservice@dermitage.reys1. com




APS Spam Filtering
Release and Whitelist

f‘ https:/ /vestal.aps.anl.goy/urg/urqMailList.do?method= prucessMalI&T35134-54Eeﬂ az7 1a = |EI|5|
LA IG https:/ivestal.aps.anl.govfurgfurgMailLisk, dn?methnd—procetJl_gJ “':P K IGu:u:ugIe pERR S

J File Edt Miew Favorites Tools  Help

LIGIZI +@ RS = & E‘ - | %7 Bookmarksw 5]26 blocked ** @SettiHQSv

2 https:jivestal aps.anl... J f?j' Ll 0 @ - |_'»:" Page - @TDDE -

Subject

Tiered of been

pazzed over for

thaat promotion | 03-15-08
because you | 13:31:28

don't have the

proper Degree?

Delicate
craftsmanship  03-15-08
watch rep1! | 05:18:31
ci@s

13075536 weactivist26 18 @cpfilms. com
ESP100

SPAMO
TRU
ESP50

130380886 jouiroz@padresok.d

Turn your dwarf | 03-14-08 SPAMQ
into a giant 20:49:11

13010239 jqufd@fsuimail, ferris.edu

@properties: 3 1408
12983032 chris @atpropertiesecard. com March 2003 =y
14:21: 10

Mewslatter



APS URL Filtering

« APS firewall provides URL filtering to ensure appropriate use of

http://www.aps.anl.gov/APS Engineering Support Division/Informat
lon Technology/Cyber Security/firewall.htm

.p".‘
7\


http://www.aps.anl.gov/APS_Engineering_Support_Division/Information_Technology/Cyber_Security/firewall.htm
http://www.aps.anl.gov/APS_Engineering_Support_Division/Information_Technology/Cyber_Security/firewall.htm

APS Sun Calendar System

Features
 One Calendar System within the APS




Login to UWC Interface

¥)sun Java(TM) System Communications Express 6.3 update 1 - Mozilla Firefox

Fle Edit Wiew History Bookmarks Tools  Help

<‘F_I ML @ 'R} ﬁ_l‘ |° https:/fatlas. aps. anl.govfuwc/aut] ﬁj|7| D] | |G00gle
|:| Free AOL & Unlimited. .. Instant Message |:| ‘WebMail |:| Radio |:| People |:| ‘fellow Pages
[ °5un Java{TM) System Commu=io 2 |

¥) Sun Java(TM) System Communications Express - Mozilla Firefox =] 3]

Fle Edt View History Bookmarks Tools Help

@I - - @ %] /\J} |é: http:Hatlas‘aps.an\.govﬂuwcﬂwebmai\ﬂenﬂmai\.htm\?\ang=ene|Y‘ D] |'|Guogle ‘k\_]

| Free AOL & Urlimited... Instant Message | | WebMail | | Radio | | Peaple | | YellowPages | | Download | | Customize... S

| Version |
[ £ Sun Java(TM) System Communic... (3 | B

Communications Express

SU n Ia\l'am| Syst YWelcome Mary YWesthrook = Home wmLogOwt = Help

User Name: || Mail |~ Calendar | Address Book = Options Curent Calendar: [westiroo (Mary Westoraok
Password: I Day | Wieek Month = Year | Ewents | Imvitations | Tasks

Mew Event O Mew Task E Check Availahility q Search for Calendar Pnnlable D@ImpnrﬂExpm‘t

Searchfor Events: m
Jumpto:lJune j 20 v||2uuejm Type:IAH hd m

o June 2008 O g June 2008 O

SM TWT F S Monday Tuesday Wednesday Thursday

1 2 3 4 5 8 7 3+ 5 +
Copyright @ 2007 Sun Microsystems, Inc 8 910 11 12 13 14

16 16 17 18 18 20 21

22 23 24 25 26 27 28

2930(1 2 3 4 &
<

Time Zone:
(GMT-06:00)
<

| Done

| bane



http://atlas.aps.anl.gov/

APS Conference Room Calendars

Information_Technology/SunCalendar/ConferenceRooms.htm

Firefox o [ 3

File Edit “iew History Bookmarks Tools Help

L Free AOL & Unlimited... Instant Message L_| ‘webMal || Radio IJ People \_l yellow Pages |_1 Download LI Customize, . ‘O'ITAbsence ¢westbmo

APS Conference Rooms - Mozil

fLI‘ | & http:/ o, aps.anl, gov/APS_Engineering_Support_Division/Information_Technology,/sunCalendariConf ‘ x | [ | | |H\ ‘

| & APS Conference Rooms (%] |

Advanced Photon Source

Argon ne Information Technology Support

NATIONAL LABORATORY

Argonne Home > Advanced Photon Source » APS Engineering Support Division > Information Technoloay >
APS Conference Rooms

The links below are read-only versions of the APS Conference Room Calendars. Users will be able to view the calendar by
day/week/month/year/events. Users will not be able to edit the calendar from the links below. To edit calendars, you need to
login to the Sun Calendar Systemn

*Mote: Users need read permissions to a calendar in order to wiew the contents. Users may request permission from Calendar
Owners identified below.

ou will receive the following error message if you do not have read permissions

+ Calendar Not Available

+ Could Not Display view

+ The selected calendar(s) was either deleted or does not exist or you do not have permissions to view it. Select another
calendar(s)

APS
Conference APSConfCtr Becky Tasker
Center

do1-A1100 401a1100 Becky Tasker tasker

401-61209 401b1209 Marianne Binett nielsen

401-B2100 401bh2100 Kristina Becker kbecker

401-B31004 401031002 Crystal Baltsen haltsen



http://www.aps.anl.gov/APS_Engineering_Support_Division/

APS Sun Calendar System
Bookmark the FAQ page

Information_Technology/SunCalendar/fag.htmi

PS Sun Calendar System FAQs - Mozilla Firefox

File Edit Wiew History Bookmarks Tools Help

¢| - :/.‘ 2 @ e L/l-l‘ |0 http:waw.aps‘an\.gnv,l’APS_Eng|neer\ng_Suppnrt_DN|s|nn,iInFnrmat|nn_Technn\ngy,l’Sun[alEndar,ifaq‘I"| W| I'|Gnngle

|| Fres AGL & Unlimited. .. Instant Message | | WebMail | | Radio | | People | | YellowPages | | Download | | Customize... QITAbsenca Gwestbmo

[ & APS sun Calendar System FaQs [ ‘

APS Sun Calendar System FAQs

Last Updated: February 25, 2008
Users may subtmnit a support recuest at http ffwww. aps anl gowhd for assistance with Sun Calendar System questions and issues
Send message to: IT Group regarding problems, questions, suggestions, related to Sun Calendar System.

See the current List of Conference Room Calendar Owners

See the read-only view of APS Conference Eooms
See the current List of Group and Divisional Calendar Owners

Refer to list of Sun Calendar Svstem Advantages

Below are some comton questions and procedures APS Sun Calendar users have found helpful:

1
2
3
4
5
&
7
8
9

. Why are there 2 mterfaces to the APS Sym Calendar System? Which interface should I use?
. What web browsers may I use to access the APS Sun Calendar System?
How can I login to the APS Sun Calendar System to view my calendar?

. How can I create a personal calendar m the APS Sun Calendar System?

. Tlus is the fust tune I've logged mto the APS Sun Calendar System. What are the defaunlt configwration settings I need to make?
The times on my calendar appointments look wrong. What is the problem?

. How are personal calendars named? How are Conference Room and Group Calendars named?

. Inow have apersonal calendar. How mav I create other calendars?

. Who owns each calendar? What is the significance of being a calendar ovwmer?



http://www.aps.anl.gov/APS_Engineering_Support_Division/

How to Configure a
Vacation Message

Book

ut | WVacation Message |

Options - Mail Vacation Message




Printing




APS Windows Domain Printing

e For network printers:

\lead\printer

- @ ;
‘)



XOR Windows Domain Printing

e For network printers:

\\sark\printer

- @ ;
7\



How to Setup Print Queues on a

Macintosh at the APS




Unix Printing

e Must request a Unix print gueue be setup




Printing from the Wireless Networ

e Add using “Add Printer” Wizard

Add Printer Wizard

Select a Printer Port
Compuy




Printing and Scanning

Canon Copiers

« Canon print/scan/copier devices are distributed around the APS

\lead\printer




Searching for Printers
on Windows

e For example, | need to find a printer that

4% Find Printers




APS Windows Backup Service

« Backups of Servers and Workstations




XOR Windows Backup Service

« Because of the nature of XOR, backups are not scheduled on a




Linux Backups




MAC Backups
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Access to Administrative

Applications




Find and Login to ICMS

« Navigate from APS Home Page



https://icmsdocs.aps.anl.gov/

Citrix ICA Client

Access to Kronos and Paris
e Access to Administrative Apps, like Kronos




Kronos
Argonne Timekeeper Appllcatlon

¥ Program Neighborhood - APS Ci
E\lE Wiew Tools Help

(&d

Up Refresh ‘ [elete Froperkies  Settings ‘ Wigs i

J Duick Launch:l j EI M
%}

Adrinistrators Llkility Access Acrobat_Re... AR_System... Desktop Excel Metaframe_... PowerPaint

% Program Neighborhood - APS

E Elle Miew Tools Help
(e ‘ < i

Up Refresh Delete  Properties  Settings Views

J Buick Launchl j EI ptions I
% B B

M5 _Test COMETRPT ~ COMETRPT... FUNDS_Test HR_Production  HR_Test

n t-ﬂl ﬂ Y rw
S _ g O b

Kronos_Pro... i PARIS_Rec... PARIS_Trai.. PETS SIMS_Prod.,,  5IM3_Test

Publisher Wisio

a Kronos WORKFORCE CENTRAL(R) - Microsoft Internet Explorer

File Edit “Wiew Favorites Tools  Help

OBk - ) - [{] (2] o search S Favorites € | (0 [ [
Address @ https: timekeepers.anl.gaviwheflogon

WMaTest

LOG ON

‘25 object(s)

User Hame EXPERTS AT IMPROVING THE PERFORMAMNCE
‘ OF PEOPLE AND BUSINESS

Password

[ [ [ [ I8Nt




Paris

Argonne Procurement Application
 Requires a Paris account

Elcitrix Program Neighborhood - APS Citrix Farm

Fle Yiew Tools Help

(&d X

Up Refresh ‘ [elete Froperkies  Settings ‘ Wigs

J_D_uickLaunch:l =l EI M
B @

Adrinistrators Llkility Access Acrobat_Re... AR_System... Desktop Excel Metaframe_... PowerPaint

Elcitrix Program Neighborhood - APS Citrix Farm

Elle Miew Tools Help

Publisher Wisio @ ‘ ><

Up ‘ Refresh | Delete  Properties  Settings Wigws

JQu\ckLaunchl _ j EI- ml
& % B B

CM5_Test COMETRPT  COMETRPT... FUMNDS_Test HR_Production  HR_Test

Cikriz Pre ;.Ir'-:lrl'l Pﬂl Fﬂl ﬂ
FI

Me ;lhl:":'rl-": Krongs_Pro... PARIS_Rec... PARIS_Trai... PETS

WS WMSTesk PAR/S

Procurement And Requisition Integrated System

Presentation Server Client

*ou are connecting to the Production Database

13 objeck{s) ’—L‘

User Id: [westbrook S i v
Wersion: 10.2
Password: |

Cancel



mailto:help@anl.go

AMOS and other Administrative
Applications via ANL Portal

e Login to ( with ANL

Be b g e e (e e
& Y5 e g ot e v s e adof ) e, + +

3 et ey | eiial | R || Pegie || ok bages || Dol || Gt A Pbes ) stiin

Inside Argonne
mOME MEWE & EVENTE | TOORE A TASKE | DIVIBIONE
MEWS & EVENTE  TOOLS & TASKS

L Fros At ininted... S rstark Mesesge || WebMal || Rado | Pecgle | TelowPages | | Domriosd
B T ———

S Irside Argenne
Inside Argonne  *
avinTs semsks | c

Contact Informaticn
00025671 Sawe



http://portal.anl.gov/

Snapshot of IT at the APS
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Aragonne Tier 1 Firewall

ESNet /

Tier 1 Firewall Zone

FWZ Switch

N

:::isil.or
£ * =
N — i AL

13 ARM 3 Ti-

Netwaks Fizewall

(g
—_—
Wirsless é DALP

Laver23 Switch

Laver23 Switch

CIS T2-Firewall
{Divisional)

(FageI)

MCS

ANL Core Networking Infrastructure

“IIIZ 457 Firewall - Cumenr Confizumation
W B - SOOHEH ] 0 u_;._k_n:-;ux rv Doy P 546




APS behind ANL Tier 1 Firewall

Facllitates Laboratory Access

e Being behind the Argonne Tier 1 Firewall




APS Behind ANL Tier 1 Firewall

Network Blocking
e Laboratory Tier 1 firewall blocks external




LOM 439

APS Network

LOn 438

APS Tier 2 Firewall CORE
4 % 1 Gbps

6500 Router/Swit

ANLInternet 410 Gbps

6509 Switch l |

Accelarator S?E[Em
6509 Switch

Accalerator Cluster

Ay 2y AR

Web Server  CMZ s Web Server

11T

VPM Concentrator cal

Enterprise Clusters

Cutside the Firewall

Email Server

MAC ServeMAC Sarve

PC & MAC Servers




APS Beamline Network

19 Jure, 2008



Wired Networks at the APS

 Wired network is internal to the APS Tier 2 firewall

b



What i1s heeded to connect to
APS Wired Network?

 Yellow Data Jack




Unix Systems Recommended
Access Based Upon Subnet




Automatic Proxy Configuration

Needed Behind the Firewall

« Behind the firewall, only access to URLs on port 80 will




Browser Proxy Configuration

Mozilla Firefox

» To access this proxy configuration file from Mozilla Firefox v2.0.x:

http://cat.aps.anl.qgov/cat.proxy

.p".‘
7\


http://cat.aps.anl.gov/cat.proxy

Browser Proxy Configuration

Internet Explorer

» To access this proxy configuration file from Internet Explorer v7:

.p".‘
7\



APS Wireless Network

 Wireless 802.11b/g (up to 54 Mbps) network is external to the APS Tier 2 Firewall
— Must VPN in to access internal APS resources

* Wireless network is a “shared” bandwidth resource




APS Wireless Network Registration

with NetReg

 When you first attempt to web browse from the APS Wireless network, you
are redirected to the NetReg registration page




APS Wireless Network Registration
with NetReg

Advanced Photon Source
Visitor Internet Access Policy

A U.S. Department of Energy, Office of Science,
Office of Basic Energy Sciences national synchrotron x-ray research facility

A\rgonne

NATIONAL

Argonne Security and Privacy Notice

October 31, 2000

This Web site is part of a federal computer system used to accomplish federal functions. The U.S. Department of Energy manitors this Web site for security

purposes to ensure it remains available to all users and to protect information in the system. By accessing this Web site, you are expressly consenting to these
monitoring activities

Unauthorized attempts to defeat or circumvent security features, to use the system for other than intended purposes, to deny service to authorized users, fo access

obtain, alter, damage or destroy information, or atherwise to interfere with the system or its operation is pmmbued Ewdence of such acts mav ne dlsciosed to law

enforcement authorities and resuft in criminal prosecution under the Computer Fraud and Abuse Act of 1986 & 2

Infrastructure Protection Act of 1996 (Pub. L. 104-294). (18 U.S.C. 1030), or other applicable criminal laws. Advanced Photon So
Visitor Internet Access P

If you need assistance. please email suppart@aps anl gov or call the Advanced Photon Source Support Reg Q g{‘)n n e

5:00pm)

You ane e ing this page because your network Card is not registered with All,"J e N nal Laboral:

To register it simply fill out the information Delow

By agreeing to this page, your machine will also be scanned for common vulnerabili = i : G i i : it
& hng out the Torm bedow will register you as a guest on ouwr network for the durabion you indicale If orcumstances change or your stay 15 longer, you will be

are NOT permitted and may cause your network access to be revoked. redirected back 1o 1his page lo re-register

Click Here If You Agree This page is focused on vsitors to the site. 5o questions are targeting that audisnce

Nobe In this restrictve netwark space befone registration, you can get 1o windows update, apphe update, and ceain knux update sites. W strongly Urge you 1o
update vour iBm priod 1o registration. Your system will be scanned for vuinerabilties. required patches. and poor configurations. If your system is found to be
vuinarable it wi L b aliowed on the network

Please provide the Tollowng information
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Do you need to send email directly to an off-site
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Whatis the duration of this reservation? This ek orly
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APS Wireless Access Point
Locations

Informatlon _Technology/Network/Wireless/index.html

CONFERENCE
CENTER

| ) 401 First Floor

1st
Floor

C1219-C1270

2 o u_uu
oo Bl j e imr.
e [TITITITITL, m

B1147-B1213

[ 18 Ast Install


http://www.aps.anl.gov/APS_Engineering_Support_Division/

APS Wireless Network

Blocking

o Systems on the APS Wireless Network can be blocked




APS Wired and Wireless Networks
Laptops Special Case

 Be aware when connecting your laptop to both wired and




Skype Configuration
at the APS

Skype, VolP program, for free internet calls




S Computing and Network
Status

=101 ]

¥ aPS Computing and Network Status - Mozilla Firefox
File Edit Wiew History Bookmarks Tools Help

[l 2] [[Gl coooe %)

3

|| Free ACL & Unlimited. .. Instant Message | | ‘WebMail | | Radio | | People || YellowPages | | Download || Customize... OITAbsence

l || APS Computing and Metwork Stat... ] ]
a

APS Computing and Network Status

06/23/08,17:41 Network/Server Status

Accelerator Central Beamlimes

Networks: Wormal Mormal Mormal

Servers: Normal Normal Normal

From the sysadmins: (last updated: 05/07/08, 08:38)

+ To report problems: Open a Support Request case online
(www.aps.anl.gov/hd); During regular work hows, call the Support
Request System at x9700: Outside of regular work hours, APS users
should call the MCR (x9424), beamline users should call their floor
coordinator.

+ For more status information, go to http:/status.aps.anl.gov,




Snapshot of IT at the APS
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Remote Access

e APS Portal




9 APS Purl ol Sypst ewn {Lisginn) - Muilla Firelie

olfe or Ao 1o AF P Oorte ' :

Advanced Photon Source

Argo nne A LLS. Department of Eneray, Offies of Seienee,

Offiee of Bank d Sefenee: {f Il 217 Taeilit
MATIONAL LABORATORY et ale bl riees natianal o ¥
i vt e s e
- O =
rs Advanced Photon Source

Argcm ne LS. Beparimar o tnaray, O of Sience
User Information EE | Notes [ | MaiCheck Provider 1}
Praxylet (1] =lggt=" a
Bookmarks L]

Applications e




APS Portal

First-time Configuration

« User setting changes:

|l!!
- @ ;
7\



Remote Access

Virtual Private Network

e VPN extends the APS network to remote locations




Virtual Private Network

Hﬂw VPNS wurk : Unauthorized host

Virtual private networks use twe things
to connect external hosts securely:
authorization and

encryption.

o e . =

Firewall with WPN
option (VPN Gateway)

Authorized host with
VPN client/gateway
software,

whidh handles
authorization and

encryption




Standard Cisco VPN Client

e Use from APS computers only

A
# | status: Disconnected | VPN Client - Version 5.0.01.0600 B@@

Connection Entries  Skatus  Certificates Log Options Help

Transport

Mok connected,




Cisco AnyConnect Client

LB




Remote Access to Email: VPN

e VPN into APS network




WebVPN for access to

APS Portal

) aPs ¥PN Service - Mozilla Firefox

No client needed

[ [} APS ¥PN Service

ARGONNE APS VPN Service

https://visa.aps.anl.gov

ORD: e

) Installation - Moz

aliiln ciseo AnyConnect VPN Clie
CISCO

Connection Established

@ weblLaunch

F - Detaction

=

¥ - Java Detection
r

¥ - SunJava

r

¥ - connected



https://visa.aps.anl.gov/

APS VPN Recommendation

 \When using VPN client to connect to the




Citrix Web Client
Access to Kronos and Paris

Windows: First time, install 32-bit ICA Web Client




Citrix Web Client
And More...

e Launch Citrix Desktop




RealVNC VNC-Enterprise

e Limited number Windows licenses available

2 Position
< 5.55%

Factor
2000

a H 3 3 Run { Stop
200my @ oz zoomy oF 12005 B25MSs © 18nsiot’
d Chd - 200mY Qo - AChT L -200mY- £ g
f i i i - i i i i E|
E : T : I : T et : 3 Single Sequence
I |
Status
— . E Praviaw
: El
"I Force Trigger

3
5| T
g ==t

| Glose

n
c Encryplion:

Abouk, ., |

| Foom 1 Chd —
100.0nz £00mY 100.0nz




Outside-access Unix System

e Remote access via SSH is allowed






ANL Portal Access

e Open browser and login to ANL Portal

— https://portal.anl.gov
http://inside.anl.gov T

HOME  NEWS & EVENTS  TOOLS & TASKS

NEWS & EVENTS

10 hest radcactye matenal

Ioagang UrANING CELPER MO,
Empioyess askad 10 rport Eaud,
abuse to DOE more...



https://portal.anl.gov/
http://inside.anl.gov/

Snapshot of IT at the APS




What Software I1s available?

e Operating system and other applications




Who Pays for Software?

Who Pays?

»

-8
/ 7\



APS IT Supported Platforms




Standard APS Windows XP Image

e Window XP Professional SP 3




Windows Highlights

o C: System Partition




Standard APS Linux Image

e RedHat Fedora Core 6
Starting to roll out FC8




Standard APS Linux Image

* Programming Environment
— =2 N\ — —

S



Linux Highlights




Standard APS MAC OS Image

* Mac OS 10.4.11 (10.5.3 coming soon)



Argonne Site-licensed Software

http://inside.anl.gov/cis/services/software_licensing/index.html

¥ Software Downloads and Support - Mozilla Firefox 10 =|
Eile Edit Wiew History Bookmarks Tools Help

@ T - @ % /IJ} |ﬁ http:fjinside. anl.gov/cisfservices/software _licensingfinde:x . html |'| [P] "|G00gle H\,l

|| Free AOL & Urlimited. .. Instant Message | | WebMail || Radio || People || YellawPages | | Dowrload | | Customize... 'o ITAbsence °westbroo

[ & software Downloads and Support 3 | =

Quick Links

A Inside Argonne
Argonne

MATI

HOME NEWS & EVENTS TOOLS & TASKS DIVISIONS COMMUNITY My ARGONNE ;
Computing & inzide argonne * gis * senices A |E| A @he|p =
CI S Information = =
Systems Software Licensing and Support Hia
(») Senvice Desk

Do you need software or updates for your computer? Argonne maintaing several Laboratory-wide software et el
@59“"098 licensing agreements. If you are a system administrator, you can register to obtain site-licensed software, Fhone: 2.0000

» Account Services patches, and updates for use on Argonne computers. The following products are available: Software Licensing .
- = Edy Haus
» Collahoration Services + Licensing Agreerments Fhone: 2-1588 ~—
= Computer Support + Microsoft Agreement
» Cyber Security
+ Email & Calendaring Training
» Networking » SoftwareTraining
» Software Development
» Software Licensing Software Downloads

= S0ware Fraining » Microgsoft Downloads (restricted)
+ Telecomrmunications .+ Software far PCs

= Wb Services » Software for Macintoshes




Microsoft Enterprise Agreement

e Limited use agreement provides:




Limited-Use Site Licensing

http://inside.anl.gov/cis/services/software_licensing/index.html

%) Lab-Wide Licensing, Support, and Maintenance Agreements - Mozilla Firefox

Fle Edt View History Bookmarks Took Help

<E - Ep - @ (3 |8 nipinside. anl.gevicisservices/software_licensing/agrezmentsfindex Henl

| Free AOL & Urlimited... Instant Message | | WebMail | | Radio | | People [ | ‘ellow Pages | | Download | | Customize... 4% ITabsence 4 westbroo

| & Lab-Wide Licensing, Support, and... 3 |

- Site Map
- . anl.gov

= 3un Schalar PAC

» Technical Support
= Microsaft Premiet Support

» Hardware Maintenance
= Cisco SMARTnet

Limited-Use Site Licensing Contracts

Limited-use site-licensing represents volume purchases of software licenses in which multiple users and organizations paricipated and
covered their share of the cost. Typically, the participants are the only users who benefit from the cost-savings of these volume purchases
but there are exceptions, such as Mathorks. Generally, these sofware licenses come with ane year of mainenance and the original
participants support any renewal fees beyond the first year.

Adobe Acrabat

Mac 05 %

The MathWWorks MatLab and Tools Group License
DOE/Oracle Enterprise Agreement

Eudora

RedHat Enterprise Warkstation

Symantec Antivirus for Mac

Symantec Ghost

Servers Alive

Spotlight on Exchange

Trend Micro Antivirus (OfficeScan, ServerProtect, PC-cillin, InterScan Wirusall)
UpdateEXPERT

Other Software Licenses
Downloads are available through CIS for a nominal fee. Contact the Service Desk at ext. 2-9993, Option 2

» PC Software Downloads and Information
» Macintosh Software Downloads and Information

(@ privacy & seourity notice (@ help = feedback a A
= o 050 Energy UChicago» V775, Dffice of Science

ATgonne, . Department of Energy’

| https://portalapps . anl.govfamos/Facesihome jsp




Other PC Software
Available at the Laboratory

http://inside.anl.gov/cis/services/software_licensing/pc_software.html

¥JpC Software Downloads -

File Edit YWiew History

Mogzilla Firefox

=10l x|

Bookmarks  Tools  Help

e -D-&

[x]&] |

/IJ} |d http: ffinside. anl.gov/cisfservices/sof bware_licensingfpc_saftware, html

| Gongle

Ll Free ACL & Unlimited. .. Instant Message |_| WebMail |_| Radio |_| People |_| Yellow Pages |_| Download |_| Cuskomize. .. o ITAbsence owestbroo

[ & PC Software Downloads

Computing &
Inforgmtit?n

CIS Systems

() Senice Desk
) Services

) Projects

() Standards
(¥ Procedures
) Groups

¥ About Us

(¥ Intranat

(») Public Site

-+ Safety & Security
== Site hiap
== v anl.gow

<

al

Inside Argonne

Quick Links

HOME NEWS & EVENTS TOOLS & TASKS DIVISIONS COMMUNITY

My ARGONNE |

hy 1i =

PC Software Downloads

inside argonne > gis > senices =

A

MOTE: Requires Internet Explorer 5.0 or newer. File downloads not accessible with Netscape

Many of the links on this page are accessible OMNLY if you are coming from a computer that has an Argonne
TCPAP address, such as an onsite workstation, or if you connect your home cormputer to an Argonne's
dial-in terminal servers via Focal Cormmunications or a %PMN (Witual Private Metwork) connection. If you are
connected via an external Internet service provider (ISP, such as WideOpenvest, CoreComm, or AOL, you
will not be able to access these links.

Acrobat Reader
AFS

Autolink

Disk Amnesia
Documentation
Entrust PuTTY
Eudora SAS

fip SecureCRT
HLOOK Spotlight
Internet Explorer Sun JES
Iranpart Plug-In for Outlook S

Kerberos
Ipeq Player
Metscape
Open Source
Opera

Technet
TextPad

Trend Antivirus
VPN

WWInsSCP
Winsock
YWinTD

WinZip
Printspooler
XS

Hwindow (eXceed

A @help Efe
updated

Service Desk
Phone: 2-9999
General Infor mation
Mike Thommes
Phone: 2-5461
AFS

Brian Sebby
Fhone: 2-0035
Disk Amnesia
Eric Pershey
Fhone: 2-5744
Ertrust

John Waolmer
Fhone: 2-5449
Kerberos
Coug Engert
Fhone: 2-5444
WPH

Carey Hall
FPhone: 2-5692

| https:ffcredentials. anl. gow dialupflocalnumbers htm




Trend Micro Internet Security 2008

e ANL CSP Office has made
Security 2008



http://www.trendmicro.com/download/product.asp?productid=81
http://www.trendmicro.com/download/product.asp?productid=81

Individually-licensed Software

e Software vendors are in business to make $

http://ccs.uchicago.edu

S


http://ccs.uchicago.edu/

APS Licensed Software

« Limited-use licensing:




Snapshot of IT at the APS

ros



Where to purchase computer

equipment?




APS Standard PC Hardware

General_Support/Recommended_Systems/PC.htm

e Check the IT Web site for recommended

¥)APS standard PC Desktop and Laptop Platforms - Mozilla Firefox

| & aPs standard PC Desktop and La.

Advanced Photon Source

Argon ne Information Technology Support

MATIONAL LABORATORY

General Support = | Unix = | PC ~ | Mac ~ | Network ~ | Beamline Support ~ | Documents ~
» General Support > Recommended Systems >
APS Standard PC Desktop and Laptop Platforms

=8
7800 Convertible Minitower

put

This computer is how in stock at APS. C

=



http://www.aps.anl.gov/APS_Engineering_Support_Division/Information_Technology/

Computing Equipment Available

In APS Stockroom

e Hard drives




CDW-G and Other Vendors

e Check out CDW-G’s web site for computing

http://www.cdwqg.com

http://ccs.uchicago.edu

.p".‘
7\


http://www.cdwg.com/
http://ccs.uchicago.edu/




What's included In

APS IT Support?

e Computer Hardware: Workstations




What's included In

APS IT Support?

. Maintain systems current with Argonne and DOE cyber




Proactive Approach to IT Support

Performance Enhancements




Variety of Other

Equipment Supported

e Monitors




Blackberrys

« Argonne has a robust Nextel/Sprint




Blackberry Device Integration




Blackberry/NotifyLink
Bookmark the FAQ Page

Information_Technology/General _Support/General_Info/NotifyLink/fag.html

¥ NotifyLink Frequuntly Asked Questions (FAQs) - Mozilla Firefox ;IEIZI
Bookmarks

File  Edit

Tools

Wiew  Hiskory Help

<E| v @ @ ﬁ} |ﬂ http:h’www.aps.anl.gUVfAPS_Enginesring_SuppDrt_DiV\siDnfIr|FUrmat\un_Te:hnUIDgnysneral_Suppurt,l""l Dl 'iGUDgie

| Free AOL & Unlimited... Instant Message LJ WwebMall | | Radio \_1 People L_| vellow Pages | | Download | | Customize... OITAbsente o'wastbrnn
|

& NotifyLink Frequently Asked Que..

Advanced Photon Source

Argonne Information Technology Support

NATIONAL LABORATORY

EETSIESNrRCn T m ﬂ m i i _

Argonne Home > Advanced Photon Source > APS Engineering Support Division » Information Technology > General Support > General Infe =
NotifyLink Frequently Asked Questions (FAQs)

Last Updated. Janvany 11, 2008
Blackberny/MotifyLink users will find these references helpful:
MotifyLink User's Guide

BlackberryMotifylink Tutorital (site-specific)

Welcome Guide for Blackberry 7100i from Mextel

Blackberry 7100i from Mextel User's Guide

Sprint/Nextel Coverage Map

Users may also submit 3 support request at httns A aps.anl.gowhd for assistance with Blackberry and NotifyLink guestions
and issues.

Below are some common guestions and procedures APS Blackberny/NotifyLink users have found helpful:

How c¢an | forward phone calls made to my office phone number to my hand-held phone?
How can | download my calendar events, tasks and address book to my Blackberry?
Email is no longer sync'ing on my Blackberry. What can | do?

When | send an email, how ¢an | look up the recipient's email address?

Can | view Autoinfo messages using my Blackberry?

| dan't have the Blackberry Browser installed on my Blackberry. What can | do?

What type of files may be opened as email attachments?

How may | open Email Attachments?

How can | filter email sent to my Blackberry?

[Tl L S I R IR


http://www.aps.anl.gov/APS_Engineering_Support_Division/

Video Conferencing

at the APS




Polycom Video Conferencing

APS has 2 Polycom video conferencing systems available for
general use

Ble Edt Mew Hghoy Eeokmards ok Help

@ - . ‘,_'ﬁ /_;_‘ B hanpe e, 605,80 oV IAPS_Ergresnng_Suoot_Devsiefinfomatien_Te = | I | [IGle

|| Free 0L & Unimited.... |7 Instark Mossage || WebMal || Radio | | People | | Yolow Pages || Download | | Custemizn... 4G ITabsence
& wvideoconderencing at the AP [*]

Advanced Photon Source
Infarmation Technology Support

...............

Videoconferencing

at APS

http://www.aps.anl.gov/APS Engineering Support Division/



http://www.aps.anl.gov/APS_Engineering_Support_Division/

Adobe Connect Web-conferencing

Available at the Laboratory

 Adobe Connect, is platform-independent, Web-based conferencing service
e Licensing is provided by the Laborator




APS Streaming Video Library

http://www.aps.anl.gov/video

e Various APS events are video captured

| EPICS







Argonne and DOE

Cyber Security Policies

* Rules for password selection

.p".‘
7\



Argonne and DOE

Cyber Security Policies

« Special rules regarding taking Lab laptops on Foreign




APS IT Security Tips

e \Watch out for Social Engineerinc




Security Tip for Home Users

 Personal home computers



Laptops on Foreign Travel

e The Lab protects its computers from unauthorized access to

http://www.aps.anl.gov/hd



http://www.aps.anl.gov/hd




How to keep up with

dynamic IT environment




Info Server

http://www.aps.anl.gov/APS Engineering
Support_Division/Information_Technology/
General Support/General Info/information
server.ntm



http://www.aps.anl.gov/APS_Engineering_Support_Division/Information_Technology/General_Support/General_Info/information_server.htm
http://www.aps.anl.gov/APS_Engineering_Support_Division/Information_Technology/General_Support/General_Info/information_server.htm
http://www.aps.anl.gov/APS_Engineering_Support_Division/Information_Technology/General_Support/General_Info/information_server.htm
http://www.aps.anl.gov/APS_Engineering_Support_Division/Information_Technology/General_Support/General_Info/information_server.htm

Autoinfo Email Notification

&= f.quobk;How to Mavigate Information Technology at the APS&:quak;, a worksho

_1O] x|

Fil= Edit Wi (eta] Meszage Tools Help

b - - 4 '_T| N /2 “How to Navigate Information Technology at the APS", a workshop for new APS users will be held = Win
=t - <+ . =
Set Mail WWrike Address Book Reply Rephy all Earward ey I. http: ez, aps .anl. gov/info/Computer_Info/Z2008{msg00144. html j +|| K | |Google

JEiIE Edit Miew Favorites Tools  Help
@ Thunderbird thinks this message is junk.

& -
= Subjeck: Squokt;How to Mawigate Infornmation Technology at

From: autoinfo@aps.anl.qov | Google[G- +|a| @RS~ &+ Ei v ¥ sookmars~ 3t blocked | % Check »

@ Settings-
Date: &/16/20035 11:52 AM W e "How to Navigate Information Technalogy at the APS"...l | J - B - s o- [k Page - (0 Tooks - >
=l
Category: Computer Info [Date Prev][Date Next][Date Index]
Subiject:

Loguot:How to MNawigatce Information Ted
workshop for new AFPS users will e held omn Jua

bt "How to Navigate Information Technology at the
APS", a workshop for new APS users will be held on
Link: http://wwuws .aps.anl.gov,info/ Computer Ii

June 25,2008 in A1100 from 1:30-3:30pm

s Subject: "How to Navigate Information Technology at the APS", a workshop for new APS users will be held on June
25, 2008 in A1100 from 1:30-3:30pm

+ Fronm: Mary Westbrook <westbroo(@aps.anl gov>
» Date: Mon. 16 Jun 2008 11:52:22 -0500

The APS IT Group will host a workshop for new computer and network users entitted "How to Navigate Information
Technology at the APS" on Wednesday, 6/25/08 in A1100 from 1:30-3:30PM. The goal of this workshop is to provide new
APS user's with information needed to make effective use of computing and networking at the APS. This workshop will
present a current snapshot of the APS IT environment, provide tips for keeping up to date with this dynamic environment

and where to find and obtain IT assi e. The pres ion will be demonstration based with questions addressed
throughout the workshop.

Computing topics to include: user accounts, password resets, [T services, such as email, calendar, printing, and
Argonne/DOE cyber security policies

Networlang topics to nclude: firewalls, wired and wireless networking, spam filtermg, and remote access

The workshop is directed toward users who have joned the APS in the past year, however any user may benefit from the

content.

Slides will be made available in ICMS, with a link from the APS Intranet. following the presentation.

No registration required.

Dane L J Local intranet £ 100%
\ [ T [ [ N :




APS Info Server
omputer Related Announcements

http://www?2.aps.anl.gov/info/info.html

©IMozilla Firefox I =10l %]

File Edit Wiew History Bookmarks Tools Help
L e e ;]
Q:I T B (] ;Q hiktp: j fwwwz, aps.anl.govfinfofinfo, htrml ‘ ¥ | F | g'IGoogIe

i_| Free ACL & Unlimited. .. Instant Message |_| WebMal | | Rado || People |_| ‘ellow Pages | | Download L_| Cuskomize... 0 ITAbsence

_! 0http:,-’,-’wwa.aps....jinfo,-’info.html B [

A Advanced Photon Source

artmert
NATIONAL LABORATORY

Argonne Home > Advanced Photon Source > W >
APS INFORMATION SERVER

Latest Articles

ALD Announcements
AML/DOE MEWS/L abcast
Building & Site Announcements
computer Infg

General

honthly Technical Reports
Oracle (Last update 2003)
Safety (Last update 2003)
Seminars

User Office Annguncements
401 Library Announcerments

1Chi~
e 1 R LC.hlga.gc.J.r W75, Offee of Scence @ Office of Basic Energy Sciences

“Zd  Department of Energy Serving the Present, Shaping the Future

% Privacy & Security Motice | Cortact Us | Site Map




Check out APS IT Web
 Check out IT Web pages frequently

D://WWW.aps.anl.qov

3 k5 Information Technology Group - Mozilla Firefox

file  Edit View Go Bookmarks Tools  Help

<@ - oy - = @ | & http: i, aps.anl. gov/APS_Engineering_Suppart_DivisionfInfarmation_Technology/ =l © e [ICL

|| Free AOL 2 Unlimited. .. | Instant Message | | WebMal | | Radio | | Pecple | | YellwPages | | Download | | Customize... 4 ITAbsence 4 westbroo
s i e T e |

Advanced Photon Source

A go n n e Information Technology Support

Argonne Home > Advanced Photon Source » APS Engineering Support Division >

General Support APS Information Technology Group

General Info i The APS Information Technology Group provides technical support for the networks, servers, storage and desktop computer systems
- : used at the APS. We strive to provide a leading-edge information technology infrastructure, helping to ensure that the APS remains a
APS Acl:ounts E state of the art, user-oriented scientific facility

EmailiCalendar Enter a Support Request
Remote Access : M
O;(_Eer Security

onitor an existing Support Request

Register for an APS Account

Systermn Managers
Getting Help
Support Request

Computing and Network Status

What's Hew ? What's Hew ? What's Hew ?

Fasswords 3 PC Helps MNew IT Group Phone Number Adobe Connect Web-Conferencing
Service Now Available

wrgonne has contracted additional support  ||The Information
ith PCHelps for a large wariety of Technology group las seen in recent
applications that range anywhere from phone number is < editions of Argonne "_‘\
blackberry to IE to the Microsoft Office suite. | |being changed from 4 Today, the
ou can submit questions or problems onling ||2-9273 to 2-9700 on Computing and
or call thern directly at §30-252-9999. option |the morning of Information Systems
1. They are available 24 x 7 Tuesday, February Division has recently
12th. The new number is easier to remember| aecquired a
For more information or to submit a help since it's the same as Argonne's street

eb-conferencing service for general
request online, wisit: PC Helps address - 8700 South Cass Ave laboratory use. The product, Adobe Connect,

- — . . . 15 @ platform-independent, YWeb-based



http://www.aps.anl.gov/it

APS IT FAQ Page

« Referto APS IT FAQ page:

/2 APS Information Technology FAQ - Windows Internet Explorer

Information Technology FAQ

How do I get support?
What kind of "support” can I expect?
Who is supported by Information Technology sroup?
What computer platforms/operating systems are supported?
What about Printers?
Who supports the APS computer network?
What hardware is recommended?

I order any hardware I want?
Do vou have any surplus hardware that I can have for free?
What software is supported?
What if I have an older version of the software that is no longer supported?
What if I have a need that isn't filled with software on this list?
Does APS have site licenses for some software?

A B -~ S




APS IT Welcome Letter

g WelcomelLetter-2.pdf - Adobe Acrobat Professional

mment ~

Laboratory near s
Department of Energy (Dt
Department of Energy.

Explanation of our Computing and Network Environment
Many different kin re used within the APS; these include Windows P
various computers and peripherals are largely networked in order to
among users. Information mmunicated and disseminated through E-mail and the
linked to the Laboratory network, and through that to the Internet an
of firewalls and applications are implemented in order to ensure a secure env

Explanation of Ser
Desktop compute:
their group.

» Each user receives computer accounts based on access needs that may include email. Internet, Virtual Private Network
/PN). and other APS-wide 1. .
* Networked printers and copiers are available throughout the AP
It is recommended that all networked desltop puters are left running overnight to allow for nightly backups and
system admin: ion tasks such as operating system patches.

el matching the problem with the specific staff expertise required to ok
sons from general to vital computer and network issues. Please submit a Support Reguest

when an issue arises.




APS IT Newsletters

Newsletters

TNewsletter0705-1.pdf - Adobe Acrobat Profe:

A
Argonne

RungAToR

Available

Work is
impaired
Multiple Users
Affected,
Workaround
Available

Fo

APS Information Technology
Newsletter

Support Request System Enhancements

Based on user input, the APS IT Group has made some improvements to the Support Request
System that offer more options and improve communication with the AES-IT, AES- d AES

BC support groups.

Login to the Support Request System at
Once logged in, you can submit a case using the ‘Create Request link.

The following items are required to submit a case:
Category —  Please choose the category that corresponds to the problem you are ha
(The Enterprise category is for IT, IS, and BC group use only )
Urgency—  Please select an appropriate priarity from the following:
Low—  This is for inquiries or questions or a minor problem in which only one
user is affected and a workaround for the problem is available.
Examples: Software installation. One web browser doesn’t work, but
another browser does. Cannot print to a specific printer, but other users
can.
Medium — This is an issue whe rk is impaired, such as when multiple users are
affected but have an available workaround



http://www.aps.anl.gov/APS_Engineering_Support_Division/Information_Technology/General_Support/General_Info/
http://www.aps.anl.gov/APS_Engineering_Support_Division/Information_Technology/General_Support/General_Info/




How to obtain IT assistance?

e During working hours:




APS Support Request System

http://www.aps.anl.gov/hd

ZRemedy"

Login to the
Support Request




Create and Monitor
APS Support Reguests

emedy Requester {Search} - Mozilla Firefox - |EI|1|
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Quick Links Requester Console

Create |

CrertelSiemyes) My Requests
S Showing 1 -12 of 37 4

Request ID Summary Status
HD9404 upgrade exceed on laptop, diaglap Clozed
HD49378 upgrade to Exceed w2007 installed version 9.0.0.20 Clozed
HD7E36 Pariz has blank black screen, no login screen. Clozed
HD7528 please upgrade vph software on laptop, diailap loction is L2 Closed
HD5200 Unable to access GERTraining please update flash player Clozed

HMORO2A The.lawa Plunin failed b initialize Please contact noorsnsh Clossd

More Information: HD9404
Logout

Description upgrade exceed on laptop, diaglap ﬂ Category |F'EI

Type |a||

Item |a||

Aszszigned Ta |M ary L. Westbrook

Fequest Type |Inc:ident

B Wiew Support Request
Bulletin Board Refresh

2 entries returned - 2 entries matched
Short-Description Friority Create-date

WPM AnyConnectAwebVPM Authentication Changes on Monday June 16th Medium B/12/2008 2:33.28 F'h;l
Office 2007 Help Medium B/12/2008 2:35:19 Ph
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People you should know...

e Ken Sidorowicz, IT

kvs@aps.anl.qov



mailto:kvs@aps.anl.gov

How to Contact
APS IT Support Staff

Information_Technology/General _Support/staff.ntm
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Information Technology Suppert

APS Information Technology is re: ErTvin L 5 r APS The group installs, mairtains, and administers the
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To ebtain cormpuler SUPPOT Of 10 repan compLtes felaled proflems please enter 3 Supsc QUESE By SN IHE Ori-inE DeIp GE3k_ yOUr MmEs3Ape will be ent 1o the proper
personnel am: the ApErapeate person wil respand. If you send a request 1 a speciiic suppart :lcr..l:n ¥Ou My hiave o walt, because that ndhidual may be out of the office,
and the indvidual who Is covering wil not be aware of your request

For urgent requests oe i you da ot have aCCess to the Supporn Request Systam call the general SUPPOT phane AUMber 2-5700 [ h-F B30 AM to 500 PM )

For inStuctions on how 10 riport 3 Compulir or nitwark probilem, please feher o B How 1o Get Help page

Fleaze do not call of page IT SUpport parscnnel directly, unless you have an smergency. and cant contact IT sUpport by any other method,

Name Phone Pager Email  Location  Support Area Primary Contact for: Care Working Hours
E=ezhold, Amy w013 beezhold 401-L2119  FC Desktops Stugent Hours
Erooy, Ry: B199 oy 401-L2119  PC Deskops/Sene i, PC Backup
Budraitis, Tad 9306 budraiti  401-C2281 PC Desktops/Servers Ground Fioor, Pro-E, Autocad
Caner, Fred 0206 caner 432005 UNCULInU-HOR HOR 51,55,54,530
Clark, Clarence 491 1430° clark 401-L2125  NetworkiSun/Printer Hardware B30AM - 5 DOPm
Cyl, Danad B704 davety] 401-C2233  UNDUMACLInme-X08R iy
D nberg, Christy 9253 & da 1 4D1-B4184  Network PC Desktops Help Desk Administration
Deeo, Dan 6434 gdeviio  401-L2119  PC Deskopw/Servers
Hertsch, Timty 4276 hertsch  AD1-CII58 PO DeskiopwSenvers M5 Winciows, Altera, Scanning, Printng
Jarka, Michaed ¥528 miarka 401-B2209 Linux Desktops/Servers-X0R ¥OR 39
Libiritz, Danict 9276 BB AD1-CHMA Network UNDS Firewal

awell, Bl 6975 wpm 401-C22390 Cyber Securiy §Th - Vanes
M igck, Jseph 414 24147 midock  401-C2248  UNDK Emai Acceleratar, Unix Backug F004M - S 30PM
Paotempa, Steven @ spotempa 401-C2247 PC Desktops/Senvers Floor 4, Anti Virus Software, PC Backup,SIMS B.30AM - S.00PM
Pruft, Brian #5352 401-L2125  Netwark Cabling/Sun Hardwarg E30AM - S00PM
Reigle, Darryd 5042 50 drr 401-L2125 PC Desktops, Candkey Flaors 3 & 4, Ghost, Guest House 7 30AM - 4 DOPM
Bobinson, Boan B226 3 401-L2103  Linux Desktops
Sersted, Roger 9929 401-B2708  Unix-¥OR Altas Emal LDAP Calypso XOR 52 532 Acceleratar
Sheshan, Bl 9327 401-C2253 Unux Desktops/Servers ®OR 57,56, Detector Pool
Siltrowicz, Kennet ki A01-CITT Cybe Iriy. UnbuNEtwarnk Cybier Securlty Program Rep
Smejkal, Jon 5616 401-C2235  MAC DesktopsiSarvers
Stejuical, Bruce 387 A01-CI2FIE Netwark CabingSun Harswane computer Room 140 - 4 DOPM
Thurman, Arists 6538 E538° 401-C2238  Unix-¥OR E30AM - S00PM

i apn  W-ROR, 11 212 520 537 & a
Wallis, Danvad TATS  TATE walis 401-C2238 HOR Web HOR §11.512,520,531 534 B30AM - 5 DOPM

WSRO, Mary 4 M westhron A01-B4184  WIndows/Linutetwark Detector Pool SM5 S00AM - 5 S0FM
Wold, JoAnne wok) 401-C2258 Secretary E30AM - S00FM M-Th

* Thezs are Email Pagers which send to xed@page.anl. gov where xox Is the pager number



http://www.aps.anl.gov/APS_Engineering_Support_Division/

Argonne Help Desk

e For IT Issues outside the APS, contact the

help@anl.qgov
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Miscellaneous

Helpful Tips




How to Find APS People

http://www.aps.anl.gov

/N



http://www.aps.anl.gov/

How to find Argonne People

e Lookup using “Find Argonne People” link

¥ Argonne National Laboratory - Employee Directory - Mozilla Firefox

nal Laboratory

Find Argonne People

Argonne

NATIONAL LABORATORY

~ | Media Center ~ | Administration ~ | Careers
Argonne Home > Admini

Employee Directory




DOE Employee Purchase

Programs

e Some vendors offer discounts to DOE




Desktop Application Assistance

At the Laboratory

e Lab provides assistance with guestions regarding use of

===http://www.pchelps.com/
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